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Contact Us

Sysgem Software Distribution & Support

If you need information or assistance with SysMan, please get in touch with
your supplier in the first instance.

If you need to contact 'Sysgem Distribution’ for:
=  Sales Support
= Information on software updates and release notes
=  Frequently Asked Questions

... please visit:

WWw.sysgem.eu
... or send email to:

sales@sysgem.eu

If you need assistance with SysMan for:
= Technical Support
... please visit:

http://www.sysgem.eu/knowledgebase

... or send email to:

support@sysgem.eu
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Introduction

What’s Inside

This is the guide for installing and managing SysMan Utilities (Professional
Edition). For further information see also:

= SysMan Utilities User Guide
= SysMan Remote Control User Guide

= SysMan Utilities On-line Reference

Product Positioning

SysMan Utilities (Professional Edition) is one of three SysMan software
editions.

1. SysMan Remote Control: is a stand alone console for accessing the desktops
of remote Windows systems. It is typically installed on administrator
workstations and is licensed per administrator.

2. SysMan Utilities Standard Edition: is a stand alone console for managing
remote Windows systems. It is typically installed on administrator workstations
and is licensed per administrator. It includes SysMan Utilities and SysMan
Remote Control to remotely manage and access PCs and Windows Servers.

3. SysMan Utilities (Professional Edition): includes the same SysMan Utilities
and SysMan Remote Control but also has:

= Multiple SysMan user accounts that are managed centrally.
Individual SysMan accounts are separately allocated to Windows
administrators and each can be assigned different access permissions.
The product, thereby, is able to be used to delegate distinct
management responsibilities to different administrators.

= Acentral Audit Trail that keeps records of the activities of all
management actions undertaken by the product.
It records:
- the identity of the remote machines on which the action was taken

- the identity of the administrator
- the date and time
- the details of the transaction

SysMan Utilities (Professional Edition) is typically installed on a Windows
Server for its central management and control and the console component
(only) is typically installed on administrators’ workstations.
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SysMan Architectural Concept

Components

SysMan Utilities (Professional Edition) comprises the following components:
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SysMan Authorization Server: - is typically installed on a central Windows
Server and is used to hold the identity and permissions of SysMan users. It is
also the place where the Audit Trail is recorded.

SysMan Management Console: - is typically installed on administrators’
workstations and provides the user interface for the two sub-components:
‘SysMan Utilities’ and ‘Sysgem Remote Control .

SysMan Utilities: - has a number of system management tools for managing
remote Windows systems. The tools run inside display windows that can be
connected simultaneously to multiple remote machines.

SysMan Remote Control: - is used to access remote Windows desktops and
take control over the logged in Windows sessions. SysMan Remote Control can
be connected to multiple remote desktops, each connection being in a separate
display window.

SysMan Remote Control Server: - is installed on a remote desktop machine
when SysMan Remote Control first connects to that machine.
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Installing the Software

Overview

Follow the steps below to install a SysMan Utilities (Professional Edition) with
centralized SysMan user accounts / audit logging and with the SysMan GUI
running on a number of administrator workstations:

1. Install the SysMan Authorization Server software on a central Windows
server. (See Step 1 in the Example Installation below.) This step also
automatically installs the Management Console on the central server.

2. Obtain a “SysMan Installation Key” from the Authorization Server for use
by a further separate SysMan Management Console (GUI) component. (See
Step 2 in the Example Installation below.)

3. Install the SysMan Management Console on an administrator’s workstation
using the “Installation Key” obtained from step 2 to link it to the central
Authorization Server. (See Step 3 in the Example Installation below.)

4. Repeat steps 2 and 3 for each additional administrator workstation that is
required.

Notes:

a. The Installation Key is a once-only use key, hence the reason to obtain a
new one for each GUI installation.

b. The same installation kit is used for the installation of both the
Authorization Server and the Management Console components. A question
during the installation directs it to one or the other type of installation.

c. Step 1 above gives a complete working system on the central server
(Authorization Server and GUI). Steps 2 and 3 are only needed

d. An example installation follows.

Sysgem Professional Installation and Config Guide Installing the Software o 7






Example Installation

Step 1. Installing the SysMan Authorization Server

The SysMan Authorization Server is installed on a Windows server that is accessible
from the workstations of the users who are going to use the product.

Installing the Authorization Server also installs a Management Console on the same
machine. That Management Console has already been automatically linked to the
Authorization Server by the time the installation is complete.

Run the SysMan installation procedure from a Windows user account that has
administrator permissions. A Welcome screen similar to the following is displayed:

Sysgem SysMan Professional - InstallShield Wizard &J

Welcome to the InstallShield Wizard for Sysgem
SysMan Professional

The InstallShield® Wizard will install Sysgem Syskian
Professional on your computer. To continue. click MNext.

< Back Next > l [ Cancel

Click “Next” to proceed with the installation.
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The license agreement form is displayed:

Sysgem SysMan Professional - InstallShield Wizard

License Agreement

Flease read the following license agreement carafully.

IMPORTANT: Before commencing using the SYSGEM Products, carefully read the following -
terms and conditions which have been acceptad by your company ("Licenses")

m

1. GRANT OF LICENSE. SYSGEM AG ("SYSGEM" herely grants to Licensee ("You") and You
accept a nonexclusive license {"License") to use the SYSGEM Products delivered pursuant and
subjecttothis Agreement. The SYSGEM Products as identified in the applicable purchase arder
consists of () computer modules delivered in object code form only ("Programs™), (b) an
installation guide and related printed docurmentation ("Docurmentation™), and () any entitled
updates ("Updates"). The Programs and Documentation (FDF format) are delivered on
magnetic diskis), tapels) or CO-ROM ("Media"). rou agree that you will not assign, sublicense ar
otherwis e transfer your right under this Agreernent withowt the prior written consent of SY'SGEM.

")l acceptthe terms of the license agraement

@1 do not accept the terms of the license agreement

< Back Tt > Cancel

If you agree with the license agreement terms then press the “I accept...” button and

press “Next” to proceed with the installation.

Sysgem SysMan Professional - InstallShield Wizard Iﬁ

Customer Information

Flease enteryour information.

Flease entaryour name and the name of the company for which you work,

UserName:

Cornpany Name

Sysgern

< Back l TNext > ] I Cancel

Enter your name and your company name and press “Next”.
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SysMan will create a root directory (named: “Sysgem™) under which it will also
create several sub-folders and files. Determine where the Sysgem root directory
should be installed and either accept the default by pressing “Next” or press
“Change” to select an alternative location:

P

-
Sysgem SysMan Professional - InstallShield Wizard ﬂ
Choose Destination Location
Selectfolderwhere setup will install files. |§|

ir_j Install Sysgem Syshan Professional to

CAProgram Files (x86)\Sysgem

< Back [t > ] l Cancel

Press “Next”.

A “Start” program folder will be created called “Sysgem SysMan”. Change this
name if you prefer an alternative.

-

Sysgem SysMan Professional - InstallShield Wizard ﬂ

Select Program Folder

Please selecta program folder. @

Setup will add program icons to the Frogram Folder listed below. You may type a new folder name,
or select one from the existing folders list. Click Next to continue.

Program Folder.

Existing Folders:

Microgsoft Office q
Microsoft Sikvedight

MNero

OpenOffice.org 3.3

Oracle Vi VirualBox

Raoxio Creatar Starter

< Back [N et > ] [ Cancel

Press “Next”.
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The following step gives the option to install the Authorization Server or just the
Management Console. For the installation of the SysMan Authorization Server click

the icon next to “Install a new Authorization Server”:

Sysgem SysMan Professional - InstallShield Wizard @

Select Installation Type

SysMan Utilities Professional can be installed stand-alone or as a multi-user environment with a
central Authorization Server. Please select which type of installation to perform.

Install a new A Server (stand-als or multi- )

Use this option to create a new SysMan Professional installation, or to

perform a stand-alone installation. 4dditional SystMan Professional
Management Consoles can be connected to this installation at a later date.

Authori

Connect to an existing Server (multi ]

Use this option to connect to an existing SysMan Professional installation.
“You will require an Installation Key that has been obtained from the
Authorization Server in the existing SysMan Professional installation.

The screen will automatically move to the next page of the installation:

Sysgem SysMan Professional - InstallShield Wizard &J

Ready to Install the Program
Thewizard is ready to begin installation. @

Click Install to begin the installation

[f wou want to review or change ary of wour installation settings. click Back. Click Cancel to exitthe
wizard

<Back Install ] [ Cancel

The installation is now ready to complete, press “Install” to commence.

12 ¢ Example Installation
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A progress bar will be shown as files are copied into the system:

r 5
Sysgem SysMan Professional - InstallShield Wizard ﬁ

3

Setup Status

Swsgem Syshan Professional is configuring your new software installation.

InstallShield

Cancel

A number of small message boxes will pop-up in quick succession giving the status
of the installation.

When the installation is complete a display window will be shown giving the option
to launch the SysMan GUI. Select the checkbox and press “Finish” to complete the
installation:

-
Sysgem SysMan Professional - InstallShield Wizard

InstallShield Wizard Complete

Sysgem Syshan Professional Setup is almost complete
Choose the options you want belaw,

|l would like fa launch Sysgem Syshan Professional;

Press Finish to complete Sysgem Syshdan Professional Setup.
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A new SysMan installation will include two new SysMan user accounts:
- “System”
- “SysMan”
The initial password for these two accounts is: “sysgem” (case sensitive)
As soon as you have logged in to each account you should change the password.

Log in using the “System” account as you need this to be in this account for Step 2.

€ Sysgem SysMan Utilities Professional . M

1 Profile W

Username:  System

Password:  eeeses|

2 Authorization Server I
| SysGEM
J Computer=localhost, Port=7240 L
! ——
U
.- making IT management work. U
(L
L
i | Logon Cancel

Version 2.3 build 5665

Notice from the above screenshot that the Authorization Server is set to be
“Localhost”, i.e. both the Management Console (GUI) and the Authorization Server
are on this machine. When starting the GUI from another machine such as a
workstation (for the first time after installing it on the workstation), the machine
name (or IP address) running the Authorization Server needs to be entered as a start-
up parameter. Press “Select” on the login screen to identify the Authorization Server.

The screenshot below shows the SysMan desktop after a successful login by the
‘SysMan’ user.

Please refer to later sections in this guide for creating SysMan accounts and to the
SysMan Utilities User Guide for further information about using SysMan Utilities
and SysMan Remote Control.

4 SysMan using Sysgem SysMan Utilities Professional 5 ' e|(=) ﬁ

File View

B< o

Display Layout Options Managers Window Help

DB = E bl &8s 35k

Bookmarks

'Manager

Bookmarks: SysMan Utilities
[®] Nodes -> Tools

@ Tools -> No
(3 Audit Log

@3 Configuration

Jeas
SysMan Utilities
Selection go y
Sessions

@ Own Library

Wersion 2.3 build 5665

http:ffavnw.sysgem.com

support@sysgem.com

For Help, press F1 D@D a o o

o8|

des

SysGEM
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Step 2: Obtaining an Installation Key

Step 2 and Step 3 are required for installing the SysMan Management Console on
additional workstations. You can skip these steps if additional consoles are not
required.

Having installed the Authorization Server on a central Windows system, the next
step is to have it issue an “Installation Key” so that SysMan Management Console
software can be linked for access to this Authorization Server.

Generating a Key Using the SysMan GUI

First, you need to be logged in to SysMan as the “System” user on the Authorization
Server installed in Step 1.

From the Bookmarks pane, select the “SysMan About” display under the
“Configuration” folder. Double click on “Properties” and select the “Installation
Key” tab. (If there is no such tab, make sure you are logged into the Authorization
Server as System and try again.)

Click on the “Generate Installation Key” button.
Select the Installation Key text and use <CtrI>C to copy the text into the paste buffer.

Make this key, the Server and the Port details, available for the installation of the
Management Console on another machine.

i

About: SysMan Utilities Standard Edition:

Properties (click here)

©  Module Version i R =lolx|
S o4 5| X B B 9 o i g

* SysMan Uti| load Save Options | Cut Copy Paste Undo Redo
* Build Date:

o
Header Autofit Export

b
Archiving |

Input | Resuts | seips |

SysMan | SEM | Licensed To  Installation Key I
o Framework Vers An Installation Key is requited to connect a new SysMan Professional client to this installation.
* Sysgem Eni
* Build Numb | Server [SYSGEM-DCO1
* Build Date

Port [7240

Installation Key |2UAB-RYFA-UFT7-WXSJJDPQ-WGST-PONZ
© Copyright (c) 19

| Generate Installation Key|

X cancal | | Fleady ;
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Generating a Key Using a Command Interface

Alternatively, an Installation key can be obtained by using the command interface to
the Authorization Server.

Start a command window and then run the “SEM Authorization Server.exe” with the
parameters as follows:

“SEM Authorization Server.exe” -SS0 SysMan

The “SEM Authorization Server.exe” program is located under the Sysgem root
directory whose location was chosen during the installation of the Authorization
Server:

Sysgem\SysMan Authorization Server\

The following is an example of the Authorization Server issuing an Installation Key:

B C\Windows\system32\cmd.exe &J @@ﬁ

C:\Users\MikeS>"C:\Program Files (x86)\Sysgem\SysHan Authorization Server\SEM AuthServer.exe” -$SO SysMan

New installation key generated: 8GSW-EJF6-4ZMS-D2JD-KSFK-QXCB-WJL2

C:\Users\Mikes>

The key (made up of seven four-character text groups each separated by a hyphen)
needs to be copied and made available on the machine where the Management
Console component is about to be installed.

16 ¢ Example Installation
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Step 3: Installing the SysMan Management Console

The SysMan Management Console (GUI) software is typically installed on the
workstation of administrators who will use the product. It can, of course, also be
installed on a central server and accessed through Windows Terminal Services or a
Citrix Server.

The installation procedure starts in the same way as it did for the SysMan
Authorization Server up to the request for the type of installation:

Sysgem SysMan Professional - InstallShield Wizard

Select Installation Type

SysMan Utilities Professional can be installed stand-alone or as a multi-user environment with a
central Authorization Server. Please select which type of installation to perform.

Install a new Authorization Server [stand-alone or multi-user)

Use this option to create a new SysMan Professional installation, or to
perform a stand-alone installation. Additional Syshan Professional
Management Consoles can be connected to this installation at a later date.

Connect to an existing Authorization Server (multi-user)

-! Use this option to connect to an existing SysMan Professional installation.

You will require an Installation Key that has been obtained from the
Authorization Server in the existing Syshan Professional installation.

After clicking on the icon next to: “Connect to an existing Authorization Server”, the
next page is automatically displayed prompting for the Installation Key that was
issued by the Authorization Server in Step 2.

Sysgem Professional Installation and Config Guide Example Installation e 17



Enter the name or IP address of the Windows server where the SysMan

Authorization Server has been installed.
Leave the default port number of “7240” in the “Port” field.

Enter the Installation Key obtained from the Authorization Server into the “Key”
field. The installation key has the format of seven four-character text blocks as

shown in the example below.

All three fields of information required in this window were shown when the key was

generated in Step 2.

Sysgem SysMan Professional - InstallShield Wizard &

Installation Key

Enter the details of an installation key obtained from your existing Authorization Server.

Server: SYSGEM-DCO1
Port: 7240
Key: KCEQ-BAJR-LTVE-3836-SLEN-WSWHXGU.]

< Back Next > ] [ Cancel

Press “Next” and the installation is ready to proceed to completion.

Sysgem SysMan Professional - InstallShield Wizard [éJ

Ready to Install the Program

Thewizard is ready to begin installation.

Click Install to begin the installation.

If wou want to resview or change any of wour installation settings. click Back. Click Cancel to exitthe
wizard

< Back Install ] [ Cancel

Click “Install” and the procedure continues for the rest of the installation as
described in the previous section when installing the Authorization Server.

18 e Example Installation
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Sysgem SysMan Professional - InstallShield Wizard M

Setup Status

Sysgem Syshan Professional is configuring your new software installation

Installing

[ ——

InstallZhield

Cancel

If the Installation key is valid, the installation will finish normally.

r |

Sysgem SysMan Professional - InstallShield Wizard

InstallShield Wizard Complete

Sysgem SysMan Professional Setup is almost complete.
Choosge the options you want below.

[ would like 1o launch Sysgem Syshian Professianal;

Press Finish to complete Sysgem Systan Professional Setup

Otherwise an error message similar to the following will be displayed.

[ |
Error using Installation Key u

. The specified Installation Key is not valid.
r ! "\, After installation completes, please install a key manually.
See your user guide or administrator for more details.

8

See the section below entitled: “Applying a New Installation Key” if the installation
of the key should fail.
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Further Information: Installation
Keys / Security Keys

Overview

Installation keys and Security Keys are required only for an installation, or if an error
has been displayed indicating a security key mismatch and the keys need to be re-
applied.

As a security measure, SysMan Management Consoles (GUIs) will only be allowed
to connect to an Authorization Server if the GUI has been given an “Installation
Key” that was previously issued by that particular Authorization Server.

“Security Key” in the Authorization Server

Normally, only a single Authorization Server is required on a customer network, but
provision for multiple Authorization Servers has been built into the design of the
system, should this be required.

Each Authorization Server has a “Security Key”. A security key should not be
confused with an “Installation Key”. It is a variable length alpha-numeric text phrase
and (like a password) can be changed at any time on a particular Authorization
Server.

However, take care when considering a change to an Authorization
Server’s Security key, because once it has been changed all
Management Consoles that are connected to that server need to have
Installation Keys re-registered.

Change the Authorization Server Security Key by invoking the “SEM Authorization
Server.exe” program in a command window, giving it the following command
parameters, from a Windows user account that has Administrator permissions:

“SEM AuthServer.exe” —-SKO FortKnox
... this program can be found in the folder:

\Sysgem\SysMan Authorization Server
... which, depending on the installation, could be found in:

\Program Files (x86)
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In the above example, the “-SK0” parameter indicates that it is the Security Key in
position zero and the key value that will be encrypted is “FortKnox”. (There are 10
possible security keys numbered: SKO to SK9)

An Authorization Server can have multiple Security Keys, but normally one is
enough.

The SysMan Authorization Server installs with a pre-prepared Security Key which is
set as:

“SysMan”

“Installation Key” in the Management Console (GUI)

An Installation key is issued by an Authorization Server and takes the form of seven
four-character text blocks each separated by a hyphen, for example:

KCEQ-BAJR-LTV9-3836-SL6N-WSWH-XQUJ

Installation keys are used by the SysMan Management Console (GUI) to authorize
access to the Authorization Server that issued them.

Without an installation key, a SysMan Management Console (GUI) cannot connect
to an Authorization Server.

Once a key has been registered with a SysMan Management Console on a
workstation it is retained on that workstation and should not be required to be entered
again unless MAC addresses change on the Ethernet cards on either the workstations
or Authorization Servers.

See the earlier section on how to create an Installation key by using the “Properties”
option on the “SysMan About” window or by using the command interface to the
SEM Authorization Server.exe.
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Applying a New Installation Key

You can, if you wish, change the Installation key without re-installing.

To reset the key, without re-installing the software, run the “SEM Client.exe” with a
parameter of “-K” at a command prompt from the following location under the
Sysgem root directory:

“Sysgem\SEM User Interface\SEM Client.exe“ -K

re— W -
e = e
[ C\Windows\system32\cmd.exe - —— — u =|E

C:\Users\MikeS>"C:\Program Files (x86)\Sysgem\SEM User Interface\SEM Client.exe" -k

C:\Users\Mike$>

A display window is shown allowing the Security/Installation Keys to be reset on the
SysMan Management Console:

@ SYSGEM Enterprise Manager 2.3 build 5665 X e
’:Q; Security Keys ’:@
}'Standard Security Keys v ]

Standard security keys can be changed. added or cleared.

KeyO: 2 Key5 92
Keyl. 2 Key6: 2
Key2: 2 Key7. 2
Key3 2 Key8: %
Key4: 2 Key9: 2
Close ] [ Use Installation Key... J

Please note that “standard security keys” (Key 0 — Key 9) have no relevance for the
Management Console in the Professional Edition.

Click the button “Use Installation Key” and the following window is displayed:
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Enter the name (or IP Address) of the Authorization Server. Ensure that the Port
Number is set to 7240, and enter a newly acquired Installation Key that has not been
used before.

All three fields of information required in this window were shown when the key was
generated, as described in the section: ‘Step 2: Obtaining an Installation Key’.

€ Installation Key Li—hJ

i) Enterthe details ofthe installation key to be used
Authorization server: SYEGEM-DCO {IP address or name)
Fart number: 7240
Installation key: 8GESW-E JFE-4ZM5-D2 JD-KSFK-Q=CB-WJL2
OK ] I Cancel

Then click OK and the new installation key will be validated by the Authorization
Server and, if accepted, will be assigned to the Management Console.

Save the changes and restart the SysMan Management Console Login to log into
your SysMan account on the Authorization Server.
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Multiple Authorization Servers

Installing Multiple Authorization Servers

Should it be required, it is possible to install more than one Authorization Server on a
network. Each Authorization Server has its own set of SysMan user accounts and its
own Audit Database.

The procedure for installing the Authorization Server is the same as described for
“Step 1” in the Example Installation section.

The important thing to remember with multiple Authorization Servers is that the
Installation Key that is used to link a SysMan Management Console must have been
issued by the appropriate Authorization Server if the Management Console is to
successfully link to the correct Authorization Server.

To link a Management Console that has already been installed to another
Authorization Server, use the technique described earlier for “Applying a New
Installation Key”. Click on the “Use Installation Key” button. Enter the name or IP
Address of the Windows system for the required Authorization Server and enter the
Installation Key issued by that server. There is no limit to the number of Installation
keys that may be assigned to a Management Console.

Connecting a Management Console to More than One
Authorization Server

When logging in to one of several SysMan Authorization Servers, click on the
“Select” button in the SysMan Login Screen (a pop-up window similar to the
following is displayed). Then identify the required server by using the IP Address or
machine name for that server. Remember that the SysMan username and password is
specific to each Authorization Server.

€ SEM Autharization Server @

Computer

The address of the computer where the

L
SEM Autharization Server is installed. SYS( ;EMe

[ocakhost - T
SvSGEM-DCO
FSvSGEMAWST
Syzgem W2KER2 DL
10.95.0.110
DEIVEL L TIE UEIdUL UL FIWNOe s L
_DK
7240 - —
Cancel
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Licenses

Trial License

A trial license is automatically installed the first time SysMan software is installed on
a machine.

The trial license will be valid for one month giving the user a fully functional system
for evaluation.

Thereafter, a permanent license has to be installed for the system to continue to
operate (re-installing the trial kit will not re-activate the trial license!).

If you require an extension to a trial period before purchasing a full license, please
contact:

sales@sysgem.eu

Permanent License

A permanent SysMan license is issued in the form of text file that is imported into
SysMan.

From the main menu bar on the SysMan desktop use the following menu options:
File > Import and Export > Import License

The format of the license file resembles the following:

aaca Syshan Liense i - Notepad. R =

Ble Edit Format Wiew Help

SYSGEM AG Product Authorization ey (PAX)

This document is non-transferable. Tt is supplied to the customer a
part of a SYSGEM AG software license. Possession, use, duplication
or dissemination of the contents of this document is improper and

unlawful unless pursuant to a valid software license from SYSGEM AG

The Licensee shall maintain the contents of this document as
confidential, and shall nat transfer, disclose or otherwise make it
available to any third party.

any copies of this Software PAK must be limited to internal use by
the Licensee only

#Typa: Base
#product. SYSGEM Enterprise Manager
#lssued by: SYSGEM AG

#created 29-MAR-2013

#Termination None

#Maintenance expiry:  28-MAY-2014

#users: 1

#licenced to Customer,City, Zip,Country

#optians auntime

#value #SERTAL_NUMBER 7239-0000-630967

#alue: #EDTTION Syswan Utilities Professional Edition
#alue: #MODULE Sysgem SysMan UtLilities

#chacksun: 8361-8AB1-6720-D481-F 07 5-E 387 -CRES-22AC
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Managing SysMan User Accounts

User Accounts, Access Control Profiles and Tokens

Each user of SysMan has to have a ‘SysMan User Account’ that has been allocated
an ‘Access Control Profile’ and an ‘Access Control Token’.

The Access Control Profile gives the set of privileges needed to control the SysMan
Management Console software.

The Access Control Token controls the availability of features in the SysMan
Utilities component.

The combination of Accounts — Profiles — Tokens gives SysMan a very powerful
mechanism for controlling who has access to which features and thereby giving a
fine granularity of delegated permissions.

The diagram on the following page gives the principles of Tokens, Profiles and
Accounts and how they relate to each other.
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Control of Permissions Granted to the SysMan Admin User

66 0o
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Accounts are allocated to Users
SysMan Admin User

SysMan User Account

Username | Password

b ——— /
Profiles are allocated to Accounts
Access Control Profile
x  Override Access Control i SysM
¥~ Change Own Password i ysivian
v IDeﬁr:IeLFiIters i R ™ Management
% Install Licenses |
. ! Console
v Start Sessions ! FPy
Vit ! grant permissions for 2
% Manage Other User's Settings |
x  Become another User i
Tokens are allocated to Profiles
Tokens
v AD Groups
v Create
v Delete
v" Properties
v Rename Syg!\{lan
v AD Users S S S p— Utilities
x Create _—
v Dol grant permissions for (Tools)
v Set Password
v Unlock
x  Properties
x Rename

x  Processes
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Managing SysMan Professional Accounts

Having logged into the SysMan “System” account, start the SysMan Account
Manager by selecting the main SysMan menu option:

= “Managers” > “Accounts”

The following window is displayed:

4% User Accounts (3 entries) @

Eile Edit Import Export Test
| 2 = i

New Save | Copy Delete Properties | Changes Access | Custom | User File Archive | Save E-Mail | Export Test
Title Type Enabled Comment Flags Profile Tokens
B New Entry
£ Syshdan Mimored to: Syshian Base  ‘Yes Default accaunt for Sysgem Syshdan Utiliies Syshian Nommal Access  Sysgem Syshian Ulilities
£ Syshan Base  MNormal Yes Base account for Sysgem Syshian Uliliies Syshian Nommal Access  Sysgem Syshian Ulilities
£ System Normal Yes Full Access Sysgem SysMan Utilities
« I 3
v 0K ] ‘ > Cancsl | | [  Shartcutta Profiles

Note that SysMan is provided with three separate accounts when the product is first
installed:

= System (an account used for the management and configuration of SysMan
Professional — including the management of SysMan user accounts).

= SysMan Base (an account that is ‘mirrored’ by other user accounts — See
below regarding ‘Mirroring’).

= SysMan (an account with normal privileges — use this account as a template
to copy when creating accounts for other users). The SysMan account has all
privileges and access to all features except those needed to configure the
SysMan Professional product. The ‘SysMan ’ account is mirrored to
‘SysMan Base .

To create a new account simply select the SysMan account, copy it and rename the
copy giving it an appropriate name for the new user, together with a new password
unique for that user. Since the SysMan account is mirrored to the ‘SysMan Base’
account, so too will the new account be mirrored to the SysMan Base account.

Mirrored Accounts

A convenient way to control permissions for groups of users is to have all users in a
particular group ‘mirror’ another account. One account that is mirrored to a second
account will adopt all the privileges allocated to the second account. So, by changing
the permissions of the second account, all users mirrored to it will have the new set
of permissions the next time they log into the system.
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You therefore make the changes only once (to the base account) and thereafter all
users mirrored to that account adopt the same permissions.

In the set of accounts provided by a newly installed product the ‘SysMan’ account is
mirrored to SysMan Base, thus acquiring the privileges of ‘SysMan Base’.

If you require two (or more) different groups of users each with their own refinement
of permissions and access to tools — then simply make a copy of the SysMan Base
account giving it a different name (for example “Production Manager Base”), then
make a copy of the SysMan template account, giving it a name for the particular user
(such as “Smith_J”) and modify it so that it mirrors the Production Manager Base

account.
€ Modify Account ﬁ
Usermame: Smith_J Disabled
Comment cked
Password: sesscscscsee
Sl b The ‘Smith J’ account
Lo Bekics will mirror the
@) Unlimited Allow 12 connections Pro duc tion Manager
fm ke | Base’ account.
Normal @) Mirror another account

SysMan Normal Access

Production Manager Base v

—_

Shortcutto

Base account Profiles

SysManBase
System

Agent Definitions
Normal Mirror another account

v 0K

X Cancel |

... and you would change the Production Manager Base account to have a new
profile with different permissions set (see the section below regarding changing
Profiles and Tokens).

€ Modify Account ﬁ

Usemame: Production Manager Base Disabled

Comment Base accountfor Sysgem SysMan Utiities Locked
R bt ... and modify the ‘Production
e Manager Base’ account to use a
new Profile: ‘Production

J Manager Access’

,—/\

Logon Restrictions

Q) Unlimited Allow 1 connections

Account Type

© Normal Mirror another account

Blions
Profile: Production Manager Access
— Shortcutto
SysMan Base ¥ Profiles

Agent Definitions

v oK
X Cancel |

Subsequently you could copy and rename the Smith_J account for another user (e.g.
Jones_D) and Jones_D would also mirror the Production Manager Base account.

Sysgem Professional Installation and Config Guide Managing SysMan User Accounts e 29



Profiles

To manage Access Control Profiles from the System account, use the main SysMan
menu option:

= “Managers” > “Profiles”

% Account Profiles (3 entries) * lﬁ
File Edit Import Export Test

0 d g & | o | B

New Save | Copy Delete Properties | Changes Access | Custom | User Fle Archive | Save E-Mail | Export Test
Title: Comrment

Bl New Entry

Full Access Yl Access

Mo Access
Syshdan Normal Access

~ 0K l ’X Cancel ] ’E] Shartcut to Tokens

To create a new Profile: select and copy an existing profile and rename it.

Below, the “SysMan Normal Access” profile has been copied and renamed to
“Production Manager Access”

r A
€ Modify Profile o
Title: Production Manager Access
Tokens: Sysgem Syshdan Utilities & Select
Status  Group Privilege System-Lewvel
D 3, ACCESS Owettide Access Contral “res
Alarms Define Alarms
D 3, Archive Define ODBC Sources “res
0 Archive Delete Archived Report Data
0 Archive Delete Archived Definitions (Displays, Reports, etc.)
0 Archive Can dizable automatic archiving of scripts
Displays Start Custorn Displays
0 Displays Record display data
0 Displays Flayhack display data
Favorites Can use favorites
0 Favorites Can edit favorites
Favorites Can use Classic mode
Filters Define Filters
4. Impont/Export  Import Definitions Yes
3,- License Install Licenses “res
happings Can map definitions from other users and libraries
Sessions Start Sessions
Sessions Save Sessions
[] & Useraccourts  Manage User Access Contral Yes
4. UserAccounts  Change own password Yes
Al |[O mMene | [v ok ][ Cancel
\

In this Profile: the ability to save and start sessions has been removed by de-selecting
the appropriate checkboxes.
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Tokens

Access Control Tokens give a very fine level of control over which SysMan Tools

are available.

To modify a Token use the main SysMan menu option;

= “Managers” > “Tokens”

@ Tokens

=5=)

Title:™
Taoken Id:*

Comment:

* = bust Fill

Sysgem Syshan Ltilities
Syegem Syshan Utilities

The token contains default setings and controls user permissions forthe SSyM - -

Syshanager module.

25 User Permissions

[Z3 AD Groups

[E8 AD Organizational Units

[EQ AD Users

[E3 Audit Browser

[E1 BIOS

[Z3 Boot Configuration

[E3 CMD Shell

[=] Computars
Use Computers tool
Computers - Create
Computers - Delete
Computers - Rename
Computers - Disable
Computers - Enable

Computers - Join Domain

Computers - Unjoin Domain

Computers - Propertiies
[Za cRU

[E3 Custom Lhilities
(& Drive Mappings
[E3 Environment Variahles
[E3 EventLogs

[EQ Installed Praducts
[E3 IPv4 Route Tahle
[E Local Groups

[E3 Local Users

[E Logon Sessions
[EQ Machines

[E8 Memnane Devices

1

Folder
] [ - ] (][22
“alue
AP

+ MNew Category

Window
e Ok

Pick and choose which checkboxes are selected to grant or deny access to tools or

menu options appropriate for the users that share the Token and Profile.

Tokens can be copied and renamed (but see the IMPORTANT notice below).

A renamed copy of a Token can be assigned to a new Profile thereby giving the users

that share the Profile a different set of permissions granted by this Token.

IMPORTANT

When copying and renaming a Token only the “Title” field should be changed to

give it a new name. Under no circumstances change the “Token ID” field,

otherwise the token will fail to be recognized by the software.
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Assigning a Token to a Profile

To assign a Token to a Profile ... use the ‘Select” button on the “Modify Profile”
window:

€ Modify Profile [

Title: SysMan Normal Access2

Tokens: Sysgem SysMan Utilities

Status  Group Privilege % System-Level

& Access Override Access Control Yes 1

From the list of available tokens, only have one Sysgem SysMan Utilities token (or

copy thereof) assigned to one profile so as to ensure that the selected permissions are
applied correctly.

Remember that:
=  Tokens are assigned to Profiles
=  Profiles are assigned to Accounts
= Base Accounts can be mirrored by a group of other Accounts
= Accounts are assigned to people
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SysMan Audit Trail

Central Audit Database

All Management tasks undertaken using the SysMan tools are recorded in a central
Audit Trail database.

L SysMan Authorization \,

Server
Windows Server

SysMan Audit Log

S~—

P T ——

T
|
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i

SysMan \

Management

Administrator's Console
Workstation /\ )
/
SysMan SysMan
Utilities Remote Control /
\ S
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Browsing the Audit Database

With the appropriate permissions granted by the Access Control Tokens, a SysMan

user can browse, filter and export reports from the Audit Trail.

Start the SysMan Audit Browser from the following location:

Bookmarks: SysMan Utilities

[€] SysMan Explorer
3 Audit Log

{Zy Configuration
[€] SysMan About
[€] Preference Settings
£ Customizations
[€] Custom Utility Definitions

Some basic filtering of the audit log is available on the browser start-up window, but
use the “Find” option on the main SysMan menu bar to further refine the filtering of

the audit details.

The example below shows the information recorded after an AD user account has

been created using the “AD Users” tool.

, =8
Timestamp Windows User| SEM User|lcon| Outcome | Tool lActlun Computer Item ‘3
2013-07-30 22:58:25 Adrministrator  SWWih + Success AD Users Disable LDAP:#/CN=Users DC=sup-0,DC=n| boorseng

2013-07-30 22:58:02 Administrator  SWiM « Success AD Users Delete LDAP:#/CN=Users DC=sup-0,DC=nl Lee.Pars-t4
a 4 DL ate C Mike TT.

S IR

m ator

ol
2013-07-30 22:55:36 Administrator  SVWiM T 7 = -
2013.07-30 22:64:55 Administrator SWiM woE 8 b T B e
0013.07-30 226454 Administrator SWiM Expand Colapse Top Bottom Export | Archiving Preview Verbose | Help
2013-07-30 22:54:53 Administrator SWiM Input Results ] Sciipts |
2013-07-30 22:54:53 Administrator - SWWihi &) Transaction:
2013-07-30 22:54:52 Administrator  SWiM o Timestamp ........: 2013-07-30 22:57:23
2013-07-30 22:54:51 Administrator  SWWihi o windows user : administrator
2013-07-30 22:54:50 Administrator  SWih e i B
2013-07-30 22:54:50 Administrator - SWViM 6 TOOT uvus : AD Users
2013-07-30 22:54:49 Administrator  SWiM 5 RO A —
2013-07-30 22:54:43 Administrator  SWiM o Computer . : LDAP://CN=Users, DC=sup- sysgem, DC=n1
2013-07-30 22:54:47 Administrator - SWYin o ITEM vuwvns .: mike TT. Tester3:
2013-07-30 22:54:46 Administrator - SWViM o SEM Station ......: OSSFS04
2013-07-30 22:53:14 Administrator  SWWiM &
2N13.07-31 -1-N5-AN Administratnr Wik ) Results of the transaction follow:
o
i) success
°
Jy The following fields were added:
° FACSTE NANE - owmmnsmimntasmintntntmmtmimimtntmsmimtntmintatmsmsntntsmsntataimonds MIKE
o Flag: Account disabled ........ & 9
° Flag: Password never expires .... 0
o Flag: user cannot change password .... s 0
o Flag: User must change password at next login ...: O
° Initials o s TT
° Last name ..... : Tester33
° LOgon USER NamE s ..: Tester33@sup-sysgem.nl
° Logon username pre-windows 2000 .................: SUP- SYSGEM\Tester33
@ Finished
~ opy | X Cose | | Ready y
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Troubleshooting

Knowledge Base Pages on the Sysgem Web Site

Please consult the Knowledge Base Pages on the Sysgem web site for any
difficulties that you may encounter when using this guide.

http://www.sysgem.eu/knowledgebase.

If that fails to resolve the issue, please email the support team at the following
email address:

support@sysgem.eu
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